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POW THAT LTD PRIVACY POLICY 

 

These Terms were last updated on 12 December 2020. 

1. About POWthat! 

We are Pow That Ltd (POWthat!, we, our or us), a company incorporated and registered in England and 
Wales with company number 11955369. Our registered office is at 10th Floor Met Building, 22 Percy Street, 
London, United Kingdom, W1T 2BU.  

2. About This Privacy Policy 

This privacy policy applies to the personal data we collect about you through our website www.powthat.com 
(Site), by post, by telephone, by email, through our social media platforms and when you otherwise 
communicate with us.  

This privacy policy may change from time to time and, if it does, the up-to-date version will always be 
available on our Site. We will also tell you about any important changes to our privacy policy.  

3. What Personal Data Do We Collect About You 

This section informs you of what information we collect about you and why. Personal data means any 
information about an individual from which that individual can be identified. 

We may collect, use, store and transfer different kinds of personal data about you or in relation to you which 
we have grouped together as follows:  

 Identity Data including first name, last name, username or similar identifier, marital status, title, date of 
birth,  gender and any identity verification documents uploaded such as passport or driving licence. 

 Contact Data including billing address, home address, email address and telephone numbers. 

 Financial Data including tax related information, bank account and payment card details. We do not store 
or process your card details, they are processed and stored by our third party payment provider. We 
encrypt your payment card details in your browser and securely transfer this data to our third party 
payment provider to process payment.  

 Transaction Data including details about payments to and from you and other details of products and 
services you have purchased from us. 

 Technical Data including internet protocol (IP) address, login data, browser type and version, time zone 
setting and location, browser plug-in types and versions, operating system and platform and other 
technology on the devices you use to access our websites. 

 Profile Data including your username and password, purchases made by you, your interests, preferences, 
feedback and survey responses.  

 Usage Data including information about how you use the websites and services.  

 Marketing and Communications Data including your preferences in receiving marketing from us and 
third parties and your communication preferences. 

We may also collect, use and share Aggregated Data such as statistical or demographic data for any purpose. 
Aggregated Data is not considered personal data in law as this data does not directly or indirectly reveal your 
identity. An example of Aggregated Data would be where we use your Usage Data to calculate the percentage 
of users accessing a specific Site feature. If the Aggregated Data is combined with other personal data to 
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directly or indirectly identify you, we will treat this combined data as personal data and in accordance with 
this privacy policy.  

Special Category Data means details about your race or ethnicity, religious or philosophical beliefs, sex life, 
sexual orientation, political opinions, trade union membership, information about your health and genetic 
and biometric data. We do not seek to collect or otherwise process your Special Category Data.  

4. How is Your Personal Data Collected 

We use different methods to collect data from and about you including through: 

Direct interactions: 

We collect personal data about you if you fill in forms on the Site or correspond with us by telephone, email 
or otherwise. This includes your Identity Data, Contact Data, Transaction Data, Profile Data, Financial Data 
and Marketing and Communications Data you provide when you:  

 register to use our Site; 

 use our services to make transactions; 

 enter a competition, promotion or survey; or 

 report a problem with our Site or give us feedback. 

Automated technologies or interactions: 

If you use our Site, we automatically collect Usage Data and Technical Data about your browsing patterns and 
devices. 

Where we collect information about you in the ways described above, we do so on the basis that it is in our 
legitimate interests to collect and process this data. In most situations this will be anonymised but we collect 
and process this data to ensure that our site is functioning properly and that our customer experience is to 
the standard that you and we expect.  

The Site may, contain links to and from the websites of advertisers, affiliates and partners. If you follow a link 
to any of these websites or authorise integration with any of the partners featured on the Site, please note 
that these websites and partners have their own privacy policies and that we do not accept any responsibility 
or liability for these policies. Please check these policies before you submit any personal data to these 
websites or partners.  

We also use cookies on our Site. Please read section 12 for more information. 

We do not conduct any automated decision making. We may on occasion conduct profiling for the purposes 
of targeted marketing, when we do this it is based on our legitimate interests in ensuring that we send 
relevant marketing to our users. For example, we may promote certain products to certain users based on 
what they have previously looked at or shown an interest in.  

Information we receive from other sources: 

We are also working closely with third parties, (including, for example, business partners, sub-contractors in 
technical, payment and delivery services, advertising networks, analytics providers, search information 
providers) and may receive Transaction Data, Technical Data and Usage Data about you from them.  

We may also participate in customer audience programmes on social media platform, such as that created by 
Facebook, which enables us to display personalised ads to persons on our email list when they visit the site. 
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When we receive information from other sources, we rely on them having the appropriate provisions in place 
telling you how they collect data and who they may share it with. We carefully check our sources to ensure 
that we only receive your information when it is lawful for us to do so. 

5. Purposes For Which We Will Use Your Personal Data 

This section explains how we will use personal data you provide to us in order to carry out the activities relevant to 
the provision of our services to you. We will only use your information in accordance with data protection laws, which 
means that we will only process your information where we have a lawful basis for doing so.  In respect of your 
information, these bases are: (i) where it is necessary to provide services to you under the performance of the 
contract we have with you; (ii) where you have given your consent; (iii) where we need to comply with a legal 
obligation; and (iv) where it is in our legitimate interests to process your personal data, provided that none of these 
prejudice your own rights, freedoms and interests.  

Purpose 
 

Type of data Lawful basis 

To register you as a user and manage 
your account with us 

 

a) Identity 
b) Contact 
c) Profile 

Performance of a contract with you 

To carry out our obligations arising from 
any contracts entered into between you 
and us including managing payments, 
paying refunds, fees or charges. 

a) Identity 
b) Contact 
c) Financial 
d) Transaction 
e) Marketing and 

Communications 

Performance of a contract with you 

Necessary for legitimate interests (to 
recover debts due to us, to pay 
refunds owed to you and to prevent 
us facilitating fraud) 

To manage our relationship with you 
which will include sending important 
communications about your purchases 
and this Privacy Policy 

 

a) Identity 
b) Contact 
c) Profile 
d) Marketing and 

Communications 

Performance of a contract with you 

Necessary to comply with a legal 
obligation 

To respond to your enquiries or process 
requests in relation to your information 

 

a) Identity 
b) Contact 

Performance of a contract with you 

To enable you to partake in an event, 
sweepstake competition or complete a 
survey and for us to communicate any 
success to you.  

a) Identity 
b) Contact 
c) Profile 
d) Usage 
e) Marketing and 

Communications 

Performance of a contract with you 

Necessary for our legitimate 
interests (to study how you use our 
Services, to develop them and grow 
our business) 

 
To personalise features and content by: 

a) identifying and suggesting 
connections with other 
POWthat! users; and 

b) enabling communications 
between you and other 
POWthat! users. 

a) Identity 
b) Contact 
c) Profile 
d) Usage 
e) Marketing and 

Communications 
f) Technical 

Necessary for our legitimate 
interests (to improve the Services 
and your enjoyment of the them) 
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To provide technical support (such as 
resetting your password); respond to 
enquiries from you; and ensure our 
Services are functioning properly and our 
customer experience is to the standard 
that you expect 

 

a) Identity 
b) Contact 
c) Profile 

Necessary for our legitimate 
interests (for running our business, 
provision of administration and IT 
services) 

To use data analytics to help us to 
develop, deliver and improve the Services 

a) Technical 
b) Usage 

Necessary for our legitimate 
interests (to define types of 
customer for Services, to keep the 
Services updated and relevant, to 
develop our business and to inform 
our marketing strategy) 

 
To make suggestions and 
recommendations to you about 
additional products or services (where we 
have the right to do so – see marketing 
section below)  

 

a) Identity 
b) Contact 
c) Technical 
d) Usage 
e) Profile 
f) Marketing and 

Communications 

Necessary for our legitimate 
interests (for advertising  new 
products and services) 

To establish, exercise and defend our 
legal rights 

a) Identity 
b) Contact 
c) Financial 
d) Transactional 
e) Technical 
f) Profile 
g) Usage 
h) Marketing and 

Communications 

Necessary for compliance with a 
legal obligation 

Necessary for our legitimate 
interests (for the purpose of 
establishing, exercising or defending 
our legal rights) 

 

To maintain a surpression list should you 
opt-out of receiving communications 

a) Identity Necessary for our legitimate 
interests (to ensure that we are not 
at risk of breaching data protection 
laws by communicating with you 
where you have asked us not to) 

6. Communications 

This section is to explain how we will ensure that you only receive communications that you wish to receive.  

Marketing communications 

We want to ensure that you are informed and aware of the best products, services, promotions and events 
that we can offer you. By consenting to receive additional communications (by mail, telephone, SMS, 
text/picture/video message, app push notifications or email) from us and any named third parties that 
feature at the point of obtaining consent in respect of such information, we will process your personal data in 
accordance with this privacy policy.  
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If you have provided your consent to receive marketing communications from us and you change your mind, 
you can change your preferences and unsubscribe at any time by following the unsubscribe instructions 
provided in the materials or contacting us at contactus@powthat.com.  

Service communications 

As detailed in section 5, we may send you communications such as those which relate to any service updates 
(e.g. service disruption) or provide customer satisfaction surveys. We consider that we can lawfully send 
these communications to you as we have a legitimate interest to do so, namely to effectively provide you 
with the best service we can and to grow our business. 

7. Who Will Have Access To Your Personal Data 

This section is to explain who, within POWthat!, will have access to your data. Your personal data will only be 
seen or used by those who have a legitimate business need (e.g. those working within the business) to access 
your personal data for the purposes set out in this privacy policy.  

We take your privacy seriously and have implemented appropriate physical, technical and organisational 
security measures designed to secure your personal data against accidental loss, destruction or damage and 
unauthorised access, use, alteration or disclosure. 

8. Who Else Might We Share Your Personal Data With 

This section will inform you of who we share your personal data with and why. Except as explained in this 
privacy policy, we will not share your personal data without your consent unless required to do so by law.  

We may share your personal data with you, and where we have obtained your consent to do so, your 
associates and your representatives.  

We may disclose your personal data to law enforcement agencies or court to the extent necessary for 
purposes including preventing, investigating, detecting, and prosecuting criminal offences; or validating a 
claim. 

We may share your personal data with the following third parties who assist us with administering the 
provision of our services to you: 

 business partners, suppliers and sub-contractors for the performance of any contract we enter into with 
them or analytics and search engine providers that assist us in the improvement and optimisation of our 
site; and 

 agents we engage to perform functions on our behalf including sending customer communications, 
analysing data, providing marketing assistance, processing payments, collecting debts owed to us, 
researching customer satisfaction and providing customer service. They have access to personal data 
needed to perform their functions, but may not use it for other purposes.  

We may also pass Aggregated Data on the usage of our site (e.g. we might disclose the numbers of visitors to 
our site that come from different geographic areas) to third parties but this will not include information that 
can be used to identify you personally.  

If a business transfer or change of business ownership takes place or is envisaged, we may transfer your 
personal data to the new owner (or a prospective new owner). If this happens, you will be informed of this 
transfer. 

9. How Do We Protect Your Personal Data 

This section explains how we keep your personal data safe and where it will be held.  
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We take your privacy seriously and are committed to maintaining the privacy and security of the personal 
data you provide to us, and the choices you have regarding our collection and use of your personal data.  

Once we have received your personal data, we follow strict security procedures as to how your personal data 
is stored and used, and who sees it, to help stop any unauthorised access.  

For security of payment transactions, our outsourced payment gateway provider(s) www.mangopay.com 
operate a secure server to process your encrypted payment details. More information about security is 
available on the Site and in our Terms and Conditions. 

Where we have given you (or where you have chosen) a password which enables you to access certain parts 
of our site, you are responsible for keeping this password confidential. You should not share this information 
with anyone. 

The information that we collect from you will be stored at, and (if applicable) transferred to, a destination 
outside the European Economic Area (EEA). When we store your personal data outside of the EEA we will 
ensure that it is adequately protected by using appropriate safeguards as further detailed below. 

For EEA citizens: your personal data is transferred from the EEA to a recipient outside the EEA which is not 
recognised by the European Commission as providing an adequate level of protection for personal data, such 
transfer shall be covered by a framework recognised by the relevant authorities or courts as providing an 
adequate level of protection for personal data including but not limited to: 

 Standard Contractual Clauses (the agreement in the form annexed to the European Commission's 
decision of 5 February 2010 on Standard Contractual Clauses for the transfer of personal data to 
processors established in third countries which can be found here); or 

 The EU-US Privacy Shield Framework (see below).  

Unfortunately, the transmission of your personal data via the internet is not completely secure and although 
we do our best to protect your personal data, we cannot guarantee the security of your data transmitted to 
us over the internet and you acknowledge that any transmission is at your own risk.  

10. How Long Do We Keep Your Personal Data? 

This section explains the length of time that we will retain your personal data.  

We will keep your personal data for no longer than is necessary for the purposes for which it was obtained, 
including for the purposes of satisfying any legal, accounting or reporting requirements. If you retain an 
account with us then we will retain your personal data. Once your account is closed we will aim to delete 
your data within 90 days, however we may need to retain some information where there are ongoing 
matters, such as disputes.  

Our marketing databases are managed separately and we will only send marketing to you for so long as we 
believe appropriate. You can always unsubscribe from marketing at any time. Please be aware that if you do 
unsubscribe, we will not simply delete your personal data, but will keep a record of your unsubscribe request 
so that you do not receive further communications.  

Any third parties that we engage will keep your data stored on their systems for as long as is necessary to 
provide the relevant services to you or us. If we end our relationship with any third party providers, we will 
use all reasonable endeavours to ensure that they securely delete or return your personal data to us.  

We may retain personal data about you for statistical purposes. Where data is retained for statistical 
purposes it will always be anonymised, meaning that you will not be identifiable from that data. 
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11. What Are Your Rights? 

The following section applies to EEA residents only. It explains that you have a number of rights in relation to 
your personal data. There are circumstances in which your rights may not apply. You have the right to request 
that we: 

 provide you with a copy of the information we hold about you; 

 update any of your personal data if it is inaccurate or out of date;  

 delete the personal data we hold about you - if we are providing services to you and you ask us to delete 
personal data we hold about you then we may be unable to continue providing those services to you;  

 restrict the way in which we process your personal data;  

 stop processing your data if you have valid objections to such processing; and 

 transfer your personal data to a third party.  

For more information on your rights and how to use them, or if you would like to make any of the requests 
set out above, please contact us using the details provided in this section. 

We may need to request specific information from you to help us confirm your identity and ensure your right 
to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that 
personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask 
you for further information in relation to your request to speed up our response.  

As explained in section 6 on Communications, even if you consented to the processing of your personal data 
for marketing purposes (by ticking the relevant box or by requesting information about services), you have 
the right to ask us to stop processing your personal data for such purposes. You can exercise this right at any 
time by contacting us at contactus@powthat.com.  

12. Cookies 

The Site uses cookies. Cookies are text files containing small amounts of information which are downloaded 
to your personal computer, mobile or other device when you visit a website. POWthat! may set and access 
cookies on your computer or mobile device to track and store preferential information about you. For more 
information about the cookies we use please see our Cookie Policy which must be reviewed and accepted to 
use our Site.  

13. Who Can You Ask For More Information? 

If you have any questions or concerns about how we handle your personal data, you can contact us at 
contactus@powthat.com or you can use the contact page on our Site. 

For EEA residents: If you are unsatisfied with our response to any data protection issues you raise with us, 
you have the right to make a complaint to the Information Commissioner’s Office (ICO). The ICO is the 
authority in the UK which is tasked with the protection of personal data and privacy.   


